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Introduction 

The discipline of what we today call Identity Access Governance (IAG), comprising of the 
management of identities, the control of access to these identities, to assets and the governance 
thereof, has been on the CIO agenda for 15 years.  

In an industry that is renowned for acronyms, these concepts have achieved outstanding success in 
garnering more than we have seen for any other domain: IDM, IDG, IAM, IMG and IAG to name a 
few. This paper will concentrate on the term IAG as defined above but will also touch on Identity 
Management (IDM) and Identity Access Management (IAM) to add context.  

During this time the number of corporate systems has exploded from on premise to cloud, 
methods of access have changed to include mobile computing and bring your own devices (BYOD), 
remote working has become the norm. User populations are now diverse, opening up systems to 
subcontractors, suppliers, joint ventures and customers as the identity scope now needs to cater 
not just for humans but also things and apps, and given recent public incidents related to data loss, 
data loss prevention is becoming more and more associated with IDM and brings with it regulatory 
requirements around personal identifiable information (PII). 

But IAG does not have an untarnished history. There are many examples of large scale projects and 
expensive software acquisitions that have foundered and even been cancelled after many years, 
when it becomes apparent that business value has not been delivered. 

With the emergence of technologies such as directory services, early IDM projects focussed on 
authentication, provisioning and maintenance of identities – typically user accounts of employees.  

The advent of Sarbanes Oxley and regulatory control brought in an awareness that managing 
identity itself (‘who are you and are you who you say you are?) was not enough. There was an 
obvious need to know that users were accessing only what they needed to perform their function 
and that that access met good compliance standards and was conscious of the nature of business 
and the concept of ‘joiners, movers and leavers’ and all that it entails business wise, giving rise to 
initiatives now being termed IAM.  

The new breed of corporate governance and the issue of governance of the whole process has 
become an essential discussion, bringing with it the need to review and recertify identities and 
access and resulting in the latest buzzword - IAG. 

This white paper seeks to share some of the experience we have had over the past 15 years, some 
of the thornier challenges, insights and best practices to give you a chance of building a business 
case that flies and a program that delivers the expected value without too much pain! 

Why Is Identity and Access Governance Important? 

At its core IAG is the discipline of enabling the issuance and management of digital identities 
(identifiers) of people so that they can be uniquely authenticated (identified) to enterprise assets 
before being granted access to those assets and that granting of access being in accordance with 
risk based and compliant access governance policy.  

It is a foundational element of any information security program and one of the security areas that 
users interact with the most, but ultimately, it is the cornerstone of information protection. 
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Typically business benefits can include the following: 

 Improved efficient business responsiveness 

 Increased security 

 Enhanced regulatory compliance 

 Reduced IT costs 

 Privileged account auditing and management 

But why is it important from a business perspective? It must surely be to enable the business and 
workforce to be more productive – the right people having the access to the right assets at the 
right time in order to do their jobs; to minimise the risk of reputation damage due to fraud and 
error, data breach or loss of assets; and being able to prove compliance in an easy, comprehensible 
and sustainable way. 

Identity, Access and Governance in Context 

IAG focusses on controlled compliant access of people, all having a unique identity to company 
assets, according to business policy.  

 

Fig. 1. Identity, Access and Governance in context 

Identities (IDs) typically for employees, contractors, partners, customers and prospects need to be 
provisioned and maintained so that associated authentication and monitoring processes, and user 
permissions, can provide assurance that only authorized users have access to sensitive business 
applications, information and operating environments. Unique user identity also ensures that no 
user can repudiate a past transaction, i.e., the individual assigned to a particular user ID can be 
held accountable for the activity performed with that ID.  

Access ensures that properly authenticated users may conduct only previously authorized 
transactions. Access management provides granularity of policy, it applies rules based on roles and 
enforces authorisation policy to user identities termed role based access control (RBAC). This 
ensures the confidentiality of sensitive information by allowing only users with a genuine “need to 
know” to view or change such information. This is also critical for maintaining the privacy of 
sensitive personal information, e.g., an individual’s financial records, medical history, or other non-
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public information that could be used to commit crimes, including blackmail, industrial espionage 
and identity fraud. 

Assets comprise of not just the enterprise data but also resources such as things, applications, file 
system folders and are protected by access policies. 

Access Governance is a policy driven framework in which the above processes and technologies are 
implemented in the context of business objectives, compliance and risk. It ensures that those 
policies are met and details exception management, in case they are not met, through monitoring, 
recertification and attestation. However, governance is not just about developing the policy driven 
processes for the end result. It also plays a vital role during the IAG journey, enabling stakeholders 
to make the right decision making in order to achieve the objectives to reach that end result. 

Typical IAG business functions revolve around the joiners, movers, leavers paradigm, supported by 
identity provisioning, but do not end there. Here is a list (not complete) of typical IAG processes: 

 Identity Management 
o Hire new employee 
o Hire new contractor 
o Terminate employee contract 
o Terminate contractor contract 
o Re-hire employee 
o Re-hire contractor 
o Standard leave 
o Emergency leave 

 Access Management 
o Policy based access request 
o Manual access request 
o Change job 
o Relocation 
o Delegation (e.g., maternity leave) 
o Key user management 
o Privileged user management 
o Business function definition and role mapping 

 Audit and Review 
o Review of applications 
o Review of entitlements per application 
o Review of unused accounts 
o Review of entitlement groups 

 Asset Management 
o On-boarding of applications 
o Off-boarding of applications 
o Privacy Impact Assessment 
o Asset assessment 
o Device security management 
o On-boarding of devices 
o Off-boarding of devices 
o Establish BYOD guidelines 
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Current key IAG technology functions include: 

 Directory services, a shared information infrastructure for locating, managing, 
administering, and organizing common items and network resources, which can include 
volumes, folders, files, printers, users, groups, devices, telephone numbers and other 
objects. 

 Identity provisioning, includes Self-Service Account Provisioning - allows users to 
participate in some aspects of the provisioning process in order to reduce the 
administrator's overhead and typically, users are able to request an account and manage 
their own passwords; Workflow-based Account Provisioning - gathers the required 
approvals from the designated approvers before granting a user access to an application or 
data. For example, the business rules in a finance application might require that every new 
account request be approved by the company's Financial Controller. Usually includes some 
kind of compliance check, typically related to Segregation of Duties or Sensitive Access. 

 Enterprise Single Sign-On, access control of multiple related, but independent software 
systems. With this property a user logs in with a single ID and password to gain access to a 
connected system or systems without using different usernames or passwords. 

 Compliance Management, used for identity audit of user access by identifying system 
specific potential risks with regard to user authorisations in breach of SoD and SA policies. 
Can also be used for identity analytics to identify risk with regard to detecting patterns of 
unusual user behaviour. 

 Access Governance supports review and re-certification of identities, identification of 
privilege creep (when individuals change responsibilities, but don't shed accesses that are 
no longer appropriate), stale accounts (accounts that remain after their owners leave the 
organization), orphans (accounts that don't seem to "belong" to anyone), and shared 
accounts with no one answerable for their use. 

 Federated Identity Management supports the management of identities accessing 
company specific enterprise resources across organisations. 

 Privilege Management supports the management of privileged identities which can be 
automated to follow pre-determined or customized company policies and requirements. 
Privileged identity management software frameworks manage, e.g., discovery, 
authentication, authorization, password management with scheduled changes, auditing, 
compliance reporting, and access controls.  

A myriad of vendors profess to the support of all or some of the above functionalities in IAG 
application suites. They should typically address identity, access and compliance management in 
some form or other. 

IAG Evolution 

Originally focussed around identities and access management requirements, IAG 1.0 solutions 
were project based and productivity driven. They concentrated on provisioning technology that 
targeted individual employee identities for a limited number of applications and systems. 

Many organisations now comprehend the need to meet compliance requirements. While 
compliance is still a key driver IAG 2.0 has evolved into a risk based program and capabilities are 
now focussed around entitlement management and the enforcement of logical access controls. 
Identity management has expanded from employees to include contractors and system accounts. 
Access governance is now key. 

As IAG evolves IAG 3.0 must be business driven and adopt enterprise-based solutions that support 
end to end business processes and new technologies such as mobile, cloud computing and social 
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networks. It must go beyond the enterprise boundaries to cater not just for partners and 
customers but also leads and prospects as the identity management scope now expands to include 
not just humans but things and apps. Leveraging Access Intelligence technologies will enable 
action-oriented insight and intelligent decision making. 

IAG Challenges 

IT’S ALL ABOUT PEOPLE 
The biggest challenge of IAG is that it is not only one of the most complex and challenging projects 
a business can undertake but it touches typically every department within an organisation, if not 
the entire workforce. It requires stakeholders from across the business from HR, who usually own 
the joiners and leavers processes to Finance, Sales, Purchasing and Operations who may own all or 
parts of the movers process and IT who are responsible for its implementation. 

IAG processes will impact most business users in the way that they work and can live or die 
depending on not just end user behaviour and acceptance but on how well the processes are 
understood.  

IAG requires a multi-department and multi-disciplined team in order to succeed. 

THE CORNERSTONE OF IAG 
The true cornerstone of the IAG discipline is not just a policy/risk management based access 
governance framework that reflects an organisation’s business objectives and the risk landscape 
and the implementation of processes and technologies in order to achieve those objectives. 
Successful implementations recognise the fact that governance should also reflect and play a part 
in the IAG process of how to achieve these objectives. 

Policies define the guidelines, responsibilities and accountabilities that are translated into 
processes that then need to be aligned with the organisation and mapped to specific roles. 

THIS IS NOT AN IT PROJECT 
Yes, we’ve heard this before. It could or has been said of many a project. But let’s be clear about 
this, IAG is absolutely NOT an IT project. Appropriate business stakeholders must be identified and 
brought on board as well as business process owners for complex business processes. Then there is 
the challenge of identifying the business decision owners for those business processes, e.g., who 
owns the decision on whether person A can access the banking system in country B? 

It is imperative that all processes are defined, typically for processes supporting the joiners, movers 
and leavers paradigm, such as hire or re-hire employees or terminate employee contract, and what 
of external users? External users provisioning, typically contractors, can fall along the way-side as 
HR do not feel compelled from a process ownership perspective. So who does own this? There may 
be a standard leave process and an emergency leave process. What are the processes for access 
change requests, e.g., for job changes, relocation, delegation, privileged user management?  

And it is not just about identity and access. What are the audit and review processes with regard to 
entitlements, unused and stale accounts? What are the on-boarding and off-boarding processes for 
Application Management? IAG itself typically identifies gaps in affected business process – how are 
such gaps dealt with? What are the transition processes that will allow us to achieve our IAG goals? 
Appropriate business process owners need to be identified to manage the process design and 
refinement. As the IAG programme matures, all processes need reviewing, recertifying and if 
necessary refining. 
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There may also be regional legal challenges impacting standardisation of identified business 
processes.  

The definition of business roles or functions that constitute the RBAC model across many business 
applications is challenging enough that is made more complex by compliance requirements for 
user access. It is also important to assure the correct level of granularity when checking for 
compliance during user access provisioning. Which assets do we want to control and how are they 
classified with regard to protection? 

Business owners for risk, applications and data must also be identified to ensure processes and 
RBAC models are correctly defined. 

The IAG strategy, complete with governance framework with its policies, processes and 
organisation should be defined and prioritised before the identification evaluation and 
implementation of IAG solutions. 

CHOOSING AND IMPLEMENTING THE RIGHT IAG TECHNOLOGIES 
As IAG does not address one single problem it is evident that there is no one point solution or 
vendor. The right vendor solutions depend on your specific IAG objectives, requirements and 
priorities. The evaluation process should include a proof of concept phase to ensure requirements 
are met. 

No IAG suite or solution typically works out-of-the-box. They require configuration and 
customisation to be deployed in an already complex IT landscape and this in turn requires detailed 
planning, analysis and preparatory work. 

Candidate tools for IAG can serve as proof of concept not just for the technology itself but for the 
validation of process and as a barometer of end user behaviours and their acceptance or processes 
supported by that technology. 

REGULATORY PRESSURE ON IAG 

THE ROLE OF COMPLIANCE IN ASSURING APPROPRIATE USER ACCESS 
User access revolves around the “need to do” and “need to know” principles resulting in the 
implementation of Sensitive Access (SA) and Segregation of Duties (SoD) controls. SoD is 
implemented as a preventive control to provide the assurance that no one person has the physical 
and/or system access to control a financial business process from conception to completion. In 
other words no one person should have the authority to: 

 Initiate a transaction 

 Approve a transaction 

 Record a transaction 

 Reconcile accounts related to the transaction 

 Handle related assets. 

It is a security principle and its prime objective is the prevention of fraud and error. Here are a few 
specific SoD examples: 

 The employee who can create or change vendor master data should not be the same 
employee who initiates payment of that vendor. 

 The employee who requisitions the purchase of goods or services should not be the same 
employee who approves the purchase. 

 The employee who can create or change purchase orders should not be the same 
employee who processes goods receipts for that purchase order. 
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The use of compliance checks at the regulatory process level assures that SoD best practice and 
appropriate access at the fine grained level corresponding to that regulatory process is adhered to, 
i.e., a user has a role or set of roles allowing him or her to perform a series of functions that when 
executed manipulate data assets in line with compliance. 

In an ideal world where user authorisation based on SoD best practice will also allow us to get the 
job done from a business efficiency and effectiveness point of view, this type of control will help us 
go a long way to attaining that level of residual risk we are comfortable with regarding risk of fraud 
and error. But, of course, we know that this is not always the case. 

Business needs often dictate the necessity to override SOD best practice and we have to manage 
the SoD trade-off between freedom to get the job done and increased user access risk. 

Let’s look at an example – a small regional procurement office or department may have minimal 
personnel whose daily duties include vendor or partner management and accounts payable tasks 
even though SoD best practice tells us we should segregate functions such as “change vendor 
master record” and “pay vendor” in order to minimise the risk of fraudulent activity or error. 

This leads to a multitude of business exceptions to our SoD best practice, resulting in users who are 
thus excluded from specific SoD controls. This exclusion results in added risk which best practice 
dictates we mitigate via so called compensating controls. Most compensating controls are manual 
such as, in the example above, the manager periodically reviews all changes to vendor master 
records and all issued payments in order to identify if a user responsible for such a vendor record 
change has issued a payment to that vendor. The quality of such compensating controls is dictated 
however by the engagement of those responsible for their execution.  

Compliance monitoring can also be used to assure us that no untoward activities can occur in a 
given regulatory process, such as a user who has changed a vendor master record and issued 
payment to that vendor when deputisation has not been authorised. 

Data Protection 

The escalation of security breaches involving personally identifiable information (PII) has 
contributed to the loss of millions of records over the past few years. Breaches involving PII are 
hazardous to both individuals and organizations. Individual harms may include identity theft, 
embarrassment, or blackmail. Organisational harms may include a loss of public trust, legal liability, 
or remediation costs.  

This has resulted in increasing obligation for companies to protect confidentiality of all PII. Such 
guidelines have been defined by the National Institute of Standards and Technology (Guide to 
Protecting the Confidentiality of Personally Identifiable Information (PII)) and regulation has 
already been adopted, such as 2016 EU General Data Protection Regulation. 

These guidelines/regulation require the implementation of recommendations as the following: 

 Organisations should identify all PII residing in their environment 

 Organisations should minimize the use, collection, and retention of PII to what is strictly 
necessary to accomplish their business purpose and mission 

 Organisations should categorize their PII by the PII confidentiality impact level. 

 Organisations should apply the appropriate safeguards for PII based on the PII 
confidentiality impact level. 

 Organisations should develop an incident response plan to handle breaches involving PII 
and as such will impact IAG programmes. 
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An IAG Success Framework 

Based on our experiences over the last 15 years we have compiled a success framework for IAG 
which should help you define, refine and realign your IAG programme. It can be used to navigate 
your IAG programme towards your IAG objectives and act as a barometer to measure progress and 
success against achieving those goals. This framework will facilitate the drive for governance, a 
state of consensus, getting priorities right and conscious decision making. 

 

Fig. 2. IAG Success Plan 

Based on a Plan – Deliver – Monitor – Improve – Assess cycle it addresses the following areas: 

Mission & Objectives – what is the mission and purpose of the IAG programme? What are the 
objectives? What are the key milestones? What does success look like? How do we measure 
progress?  

Stakeholder Management – what is the scope of interest? Who are the key stakeholders across the 
business? How do we manage conflicts of interest? How do we manage the changing landscape? 

Measuring & Communicating Progress – what are the performance measures per objective? What 
are the leading and lagging indicators? What actionable measures are defined? What is the 
reporting mechanism? What and how do we benchmark? 

Program Organisation Structure & Governance – who is involved and who decides? What are the 
rules of play? What are the roles and responsibilities? What are the processes and procedures?  

IAG Process Design – what are the processes and are the outcomes clarified? Who owns which 
processes? Are process accepted and approves by stakeholders? Has the process become business 
as usual. Who are the stakeholders and actors? 

IAG Process Placement, Sourcing & Operation – where will processes be executed (locations)? 
What is the sourcing and operating model? How are exceptions managed?  
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Automation & Enabling Technology – are the automation requirements clear? What are our 
existing capabilities? What is our tool and vendor strategy? What is our technical environment and 
operations management? 

Skills & Capability – do we have the necessary skills? Where are the gaps and what is our action 
plan? What are our training needs? 

Business Service Management – who is the customer? Who owns the customer interface? What 
are the service levels? How do we measure customer satisfaction? What is the customer 
engagement process? How do we manage new service requests? What is the escalation process? 
What is the funding model? How do we manage outsourcing, mergers and acquisitions or new 
product lines? 

IAG Quick Wins 

Identifying quick wins can help support the evolution as a philosophy approach for iterative IAG 
implementation. 

Candidate areas for quick wins often revolve around already well defined ERP processes such as 
user access provisioning at the system level, e.g., for a small number of ERP systems, e.g., SAP, 
Oracle EBS, Lawson, or in-house applications can be rapidly configured to support the defined 
identity and access management processes around joiners, movers, leavers and a specific RBAC 
model based on the security concepts of the underlying system. This should be aimed at self-
service and cover functions such as password reset, user access change requests, provisioning and 
de-provisioning of users. 

By mapping business functions or roles to the security model of the underlying system, the 
business user is shielded from the often complex and technical security construct and can request 
access based on business needs such as relocation or change of job without the need for system 
specific technical know-how. This approach can be used for prototyping and proofing the 
provisioning processes and end user behaviour before further IAG provisioning rollout.  

Ideally IAG quick wins should be scalable and can be incrementally rolled out to further “like” 
systems or enhanced for other types of systems. 

Extend your user access provisioning process and solution at system level for contractors and 
business partners. 

Utilise IAG Success Framework to establish Access Governance or assess the completeness or 
maturity of your IAG programme. 

Conclusions 

As organisations adopt new technologies such as mobile, the cloud and social networks the 
boundaries of daily business are being pushed beyond traditional on premise solutions resulting in 
increased complexity, challenges and expectation for IAG programmes. Managed identities now 
include not just employees but partners, contractors, customers and leads and their controlled 
compliant access to company assets must still be guaranteed. 

Successful and effective IAG programmes recognise the fact that, although technology is increasing 
the challenge, understanding and addressing people and process to identify business stakeholders 
and business ownership with regard to IAG process, risk, asset and decisions is vital. 

Do not confuse ownership with sponsorship. Sponsorship is important but ownership is key. Tough 
decision making is required as stakeholders define realistic governance objectives which are based 
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on responsibility and accountability. Our success framework will help you set your governance 
strategy as you define objectives based on priorities, rules of play, tactics and procedures. 
Implementing quick wins based on evolution as a philosophy approach will help you prove the 
concepts. 

History has already shown us that business initiatives identified as enterprise-wide IT infrastructure 
projects are destined to failure. They are left in IT hands for leadership and are neglected by the 
business with regard to proper stakeholder management and ownership. 

IAG is about people and process, ownership and decision making. Forget this at your peril. Don’t let 
your IAG programme be the next failed enterprise wide technology project. 
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